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Abstract 

Artificial Intelligence (AI) has become an integral part of modern society, influencing various 

aspects of human life, including technology, governance, economy, and civil liberties. While 

AI enhances efficiency and convenience, it also raises ethical concerns regarding data privacy, 

security, discrimination, and job displacement. This paper explores the implications of AI, 

particularly in terms of privacy rights, legal frameworks, and international conventions 

governing data protection. It highlights how AI-driven technologies impact human rights and 

the challenges of ensuring accountability and fairness in AI applications. Additionally, the 

study examines India's legislative landscape concerning privacy and data protection, 

particularly under the Indian Constitution, IT Act, and the recently enacted Digital Personal 

Data Protection Act, 2023. The analysis underscores the need for a balanced approach to AI 

governance to maximize benefits while mitigating risks to fundamental rights. 

 

Keywords: Artificial Intelligence (AI), Data Privacy, Human Rights and AI, Digital Privacy 

Laws, Right to Privacy 

 

We know that artificial intelligence (hereinafter referred to as AI) is something we all rely on 

in some way; Android phones with facial recognition and fingerprint sensors use a calculator 

to do simple math. Everyone aspires to lead an easy and straightforward life. If we do not know 

the solution to a problem, we usually go to the google search bar and write our problem, after 

a while we find many solutions. 

 

We live in an age where everything and everyone relies on technology, and some of us might 

say that intelligence makes everything easier. However, in order to make life easier, we can 
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say that our privacy is not violated, our valuable information is protected, can we trust this 

intelligence? Many questions arise in our minds. 

 

AI is no longer the domain of science fiction; now more common in the economy and public 

opinion. In the last few years, businesses and governments around the world have been using 

AI- powered technologies and tricks. The fact that powerful computers and AI-driven 

technology benefit humans has hardly been discussed. However, if AI systems are not 

understood and controlled, they can affect many human rights in our legal system and threaten 

civil liberties. 

 

For instance, assuming that we discuss "protection of private life", the right to security is 

revered in Article 12 of the Widespread Announcement of Common liberties, Article 17 of the 

Worldwide Contract on Common and Political Freedoms, and in numerous other global and 

local regions. basic liberties archives. Article 21 of the Indian Constitution accommodates the 

right to life including the right to security. Protection is a significant basic freedom crucial for 

respect and security. 

 

Man-made brainpower or AI alludes to the capacity of machines to carry out mental roles, for 

example, thinking, learning, critical thinking and independent direction. Initially considered as 

an instrument equipped for mimicking human knowledge, man-made brainpower has now 

gone a long way past the extent of the first. With amazing advances in information assortment, 

handling and figuring power, it's presently conceivable to utilize savvy machines to work, 

associate and be useful. As the capacity of man-made reasoning increments, it becomes 

valuable in an ever-increasing number of fields. 

 

Obviously, India is the world's biggest majority rules system, one of the world's biggest 

economies, and a youthful country whose population share will reach a record high in the 

coming years. Cell phones are one of the most important drivers of social disruption in India. 

It becomes a tool for Indians to be inspired.1 Unprecedented speed and scale of digital adoption 

driven by a combination of factors such as declining bandwidth costs, low cost of mobile 

devices, rapid adoption of 4G, good introduction of mobile technology and demand factors 

such as rapid growth. Versatile innovation requests to crowds who recently had little an open 

door to really convey. This fast computerized reception is driving a portable first environment 

with versatile at its center. 
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Data, privacy, and security concerns are a constant issue we've reported nearly every year since 

the count began. Now economic risks, societal impacts and technology have become more 

serious and complex. Privacy concerns have in the past focused on escaping online activity 

trackers who are reporting things we don't want around us. Currently, in the midst of various 

political and ethical scandals, data privacy is one of the social and cultural issues of our time 

in this world. We are witnessing social change with the long-term impact of privacy. With 

billions of venture capital aiming to sell our personal data in various ways, people are starting 

to question their lack of data privacy and control on a deeper level. 

 

Meaning and concept of AI 

Man-made reasoning (man-made intelligence) alludes to the estimation of human knowledge 

in the machines. The term may likewise apply to any machines that shows qualities related 

with a human psyche, for example, critical thinking and learning. 

 

Fast reception of man-made reasoning (simulated intelligence) advances and expanded 

dependence upon computer-based intelligence by the two states and the confidential area have 

prompted rising worry about expected negative ramifications for human respect and majority 

rule responsibility. 

 

The fast development of man-made intelligence has additional time supported its apparent 

value and affected human lives. These reaches might incorporate from food, to dress, to shield, 

to schooling, to multiplication, and, surprisingly, the intrinsic freedoms of human; basic 

liberties. In just social orders, worry about the outcomes of our quick dependence on man-

made consciousness is rising. 

 

Numerous meanings of A.I. have been offered, the first came in 1956 during the Dartmouth 

Summer Exploration Venture on A.I. John McCarthy, one of the initial architects of the 

discipline, characterized "keen" as any framework fit for performing activities that would be 

qualified as smart on the off chance that an individual achieved them. By this definition, man-

made brainpower is just a machine that is equipped for playing out any errand that a person can 

perform. 

 

A new Stanford College report characterizes computer-based intelligence as “a science and a 

bunch of computational innovations that are roused by — however ordinarily work uniquely 
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in contrast to — the manners in which individuals utilize their sensory systems and bodies to 

detect, learn, reason, and make a move.” 

 

POSITIVE AND NEGATIVE IMPACT OF AI 

AI as a tool of discrimination 

With the progression of artificial intelligence in our natural social orders, the issue of 

separation and foundational bigotry has taken expanding space in political discussions about 

mechanical development. Article 2 of the UDHR and Article 2 of the ICCPR both expressive 

individual qualification to all privileges and opportunities without separation. Obviously, this is 

hard to apply practically speaking while considering the huge number of biased conclusions and 

severe practices that portray human association. 

 

However, a gullibly see simulated intelligence as the answer for this test, a mechanical device 

that liberates us from the predisposition of human direction, such conclusions neglect to 

represent the hints of human knowledge in simulated intelligence innovation. 

 

For instance, without a doubt man-made intelligence calculations and face-acknowledgment 

frameworks have over and over neglected to guarantee an essential norm of equity, especially 

by showing biased propensities towards Individuals of color. 

 

In 2015, Google Photographs, which is viewed as a high-level acknowledgment programming, 

sorted a photograph of two Individuals of color as an image of gorillas. At the point when 

watchwords, for example, 'People of colors were inputted into the Google search bar, the 

calculation showed physically express material accordingly. Scientists have likewise found that 

a calculation that recognizes which patients need extra clinical consideration underestimated 

the clinical necessities of Dark patients. 

 

Facial-acknowledgment innovation is presently being embraced in the law enforcement 

frameworks of various states - including Hong Kong, China, Denmark and India - to 

recognize suspects for prescient policing. Doubters have called attention to that as opposed to 

moderating and controlling police work, such calculations rather upgrade prior unfair policing. 

 

AI as a tool of Unemployment 

Article 23 of the Universal Declaration of Human Rights and Article 6 of the ICESCR ensure 

http://www.ijlra.com/


www.ijlra.com 

Volume II Issue7|Feb 2025 

 

ISSN: 2582-6433 

 
 

 

Page | 9 
 

the option to work and assurance against joblessness. Notwithstanding the way that the fast 

development of man-made consciousness has changed existing business and individual life by 

expanding the effectiveness of machines and administrations, this change has likewise 

introduced a time of joblessness because of the relocation of human work. 

 

In 1965, theory teacher Hubert Dreyfus, a resolute pundit of man-made consciousness, 

strikingly guaranteed that a machine could never beat a human in a round of chess. It would 

be only two years before the incredulous researcher himself would be checkmated by a PC 

created at MIT. 

 

By 1997, the machines were adequately progressed to overcome one of the best chess 

personalities of his time - Garry Kasparov. In 2015, the best player of our sort in the extremely 

natural and "human" round of Go over and over yielded to find out about PC’s. 

 

Pretty much consistently brings insight about exceptional accomplishments accomplished by 

PCs or robots, and with them the chewing question: Will machines take our mind capabilities 

out? This question is made considerably more troubling by as of late uncovered total populace 

patterns. The most recent figures from UN DESA (Division of Monetary and Parties) show 

that by 2050 our populace is supposed to contact 9.8 billion individuals, of which in excess of 

6 billion will be of working age. In the meantime, we are as of now battling to secure good 

positions for 71 million youngsters all over the planet. 

 

It is not difficult to see the reason why new innovations are progressively viewed as a 

significant danger to work markets. A few gauges even case that a stunning 80 percent of 

occupations are in danger of being robotized in the next few decades. Another report by UN 

DESA's Improvement Strategy and Investigation Division (DPAD) discovers a portion of these 

estimations ridiculous. 

 

To begin with, computer-based intelligence, 3D printers, and different developments are by 

and large intended to succeed at an unmistakable arrangement of undertakings. They can 

seldom supplant a whole calling, which by and large requires substantially more flexibility and 

versatility. 

 

Second, new advances annihilate as well as make occupations. "Over the entire course of time, 
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mechanical development has expanded laborer efficiency and made new items and markets, 

creating new positions in the economy. Man-made consciousness, 3D printing and advanced 

mechanics will be the same," the report states. 

 

Third, since it is in fact possible to supplant a whole calling with PCs doesn't imply that it will 

work out. An assortment of monetary, legitimate, administrative, and socio-political elements 

will keep numerous occupations from vanishing. A new report found that by 2016, only one of 

the 270 occupations recorded in the 1950 U.S. Enumeration had been wiped out via 

robotization - that of lift administrator. 

 

Encroaching on the right to privacy 

The tension between advantages of AI technology and risks for our human rights becomes 

most evident in the field of privacy. Privacy is a fundamental human right, which is essential in 

order to live in dignity and security. But in the digital environment, including when we use apps 

and social media platforms, large amounts of personal data are collected with or without our 

knowledge and can be used to profile us, and produce predictions of our behaviors. 

 

We provide information on our health, political ideas and family life without knowing who is 

going to use this information, for what purposes and why. Machines function on the basis of what 

humans tell them. If a system is fed with human biases (conscious or unconscious) the result will 

inevitably be biased. 

 

The lack of diversity and inclusion in the design of AI systems is therefore a key concern: 

instead of making our decisions more objective, they could reinforce discrimination and 

prejudices by giving them an appearance of objectivity. There is increasing evidence that 

women, ethnic minorities, people with disabilities and LGBTI persons particularly suffer from 

discrimination by biased algorithms. 

 

RIGHT TO PRIVACY AND DATA PROTECTION: MEANING 

The concept of privacy is not a new topic that has evolved over the years in India. From the 

definition of Privacy to the information age date of the definition Privacy has evolved. Privacy 

is a global consensus resonating across all nations. Each of the country is trying to figure out 

laws to combat privacy issues as quickly as possible the growing era of information technology. 
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The Jurisprudence of Privacy formally took hold through a judge's decision Edward Coke, who 

stated in Semanyne's31 Court of King's Bench case that: “everybody's home is to him like his 

palace and post and for his guard against injury and viciousness with respect to his rest”. The 

biggest advance in establishing privacy as a fundamental right was adopted by the US court in 

the historic case of Griswold v. Connecticut32. The court ruled: “In determining which rights are 

fundamental, judges they are not left at liberty to decide the case in the light of their personal 

and private affairs Rather, they must look to “our traditional and [collective] conscience 

people”. 

A man has a privilege to go through this world in the event that he will, without his image 

being distributed, his business examined, his effective tests composed to support others, or his 

eccentricities using any and all means or way. It depends on the hypothesis that everybody has 

an option to individual respectability as held in UPSC v. R. K. Jain. Protection, in the unique 

circumstance, would mean reserving the option to control your own information and choose 

for yourself how to concede it. 

 

DEFINING PRIVACY 

The idea of security can't be explained. In common regulation, "security" has forever been 

safeguarded against encroachment. Yet, in the present period of mechanical progression and 

different tensions, "security" has taken on a more extensive importance. Security is frequently 

characterized as the "right to be liberated from impedance". In 1888, Judge Thomas Cooley 

begat the adage. As per him, the option to regard for private life is the right not to meddle.40 

“A few years later, in the 1890s, Samuel D. Warren and Louis D. Brandeis supported the 

concept of privacy by first analyzing it.”41 They contended that political, social and monetary 

change required another regulation, the acknowledgment of law and order. It fills in its 

childhood always to address the issues of society. 

 

According to Warren and Brandeis, the purpose of privacy is to prevent “bad behavior.” As 

can be seen, the main idea of the writings of Warren and Brandeis revolves around two points. 

First, they argue about the necessity or need of legal protection for privacy; secondly, courts 

must allow defense using concepts existing in the law. According to traditional law, in 

classification (for example: personal law, property law and law), privacy, that is, privacy, takes 

the first place, Human rights. They argue that privacy interests are personal interests, not 

property interests. From the point of view of the discussion, it is not appealing that “property 

law is the nature and enforcement of private rights in general”. The same law was later 
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described by them as “an example of many laws not to interfere”. The law argues that 

analytically speaking, there is no interest in arguing about the “correct” meaning that Warren 

and Brandeis give to “privacy”. 

 

According to the Black Law Dictionary, the right to privacy means no choice; The right to 

personal freedom from unnecessary attacks. Recently Judge D.Y. Chandrachud set a precedent 

in habeas corpus cases. Puttaswamy and ORS. V. Indian organization that makes important 

decisions on the right to privacy across India.51 

 

THE CONCEPT OF PRIVACY IN THE DIGITAL AGE 

Privacy is a concept that cannot be clearly understood or rigidly explained. Of all the personal 

rights on the list, protection is probably the most difficult to explain. What it means to be safe 

depends on the context and situation. 

 

In many countries, this concept is associated with data security, which means the security of 

the personal data of the data controller. Additionally, in a critical situation, social security is 

often seen as a way of respecting the boundaries of values that people can influence human 

causes first. 

 

The absence of a definition should not indicate that the problem needs attention. The ability to 

access and link to information with little or no control over how others access, share or use 

information creates a more cumbersome right to more personal information than ever before. 

 

PRIVACY ON THE INTERNET: 

There are several privacy vulnerabilities that people on the Internet have long held and that 

should spread to their online communities at risk: 

Potential Privacy - Technologies, such as "cookies" stored directly on your hard drive, allow 

websites to secretly collect information about your online activities and store them for later. 

The hidden form of human training data has attracted the attention of Internet users, experts, 

and strategists on some websites, enhanced by some use of "box". Through this treatment your 

information is disclosed to the site. 

 

The expectation of direct control over sensitive data - combined with the current strategic 

approach to the aggregation, aggregation, and collection of relevant personal data - has left 
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personal security vulnerable. Although late reviews and open payloads have increased security 

awareness among organizations, data is often used and disclosed earlier than an individual 

provides. 

 

Privacy Expectations - Our sensitive data classification is tested by a legal system that ensures 

who stores the data, how the system is set up, where the data is stored and how long it is stored. 

Because our wallet is an "electronic wallet" that is everywhere on the Internet, not in our 

pockets, and as an open fund, organizations, even NGOs open their homes on the Internet, the 

privacy of our letters, papers, and business offers. is at risk. 

 

DIGITAL COPYRIGHT PROTECTION: 

Here are four ways to protect your privacy in the digital age: 

 By maintaining a consistent level of privacy protection for interactions; 

 By increasing the official security fee authorized for data transactions in the column; 

 By creating Software that prevents the aggregation of individually identifiable facts; 

 New technologies that allow people to manage personal data in accordance with the 

law and business communications. 

 

India produces about 150 Exabyte of Data every year and among the countries that generate 

the fastest data in the world. 

 

What's all the more Curiously, the outright likelihood of the information isn't known. As 

innovation progresses, new applications arise that increment the worth of information. Uber, 

the world's biggest taxi organization, possessing no vehicles, Facebook is the world's most 

famous media proprietor, makes no satisfied, Alibaba is the most significant retailer, has no 

stock and Airbnb, the world's biggest lodging supplier, claims no land. Presently something as 

straightforward as flagging down a taxi includes utilizing a portable application that gathers 

and uses different kinds of information, like the client's monetary data, ongoing area and data 

about past excursions, and so on. 

 

The issue that emerges from the spread is more connected with social information as opposed 

to huge information. More point-by-point data about what we purchase, our thought process, 

how we invest our energy, and who we are with is caught carefully. This data is developing it 

mirrors our own characteristics that poor person been seen as of not long ago. This is utilized to 
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foster our total internet-based profile, which is additionally utilized for designated 

correspondence, offers and personalization. Such representations are much of the time in view 

of Hacking data that isn't generally deliberately unveiled and difficult to expect. Moreover, this 

representation can struggle with our social laborers and individual insight. 

 

FACETS OF PRIVACY 

It gave birth to a multi-dimensional layer to the modern screenplay concept to protect privacy. 

Therefore, there is a strong demand for multidimensional computing nature of life to develop 

a strong code of privacy. 

There are different facets of privacy such as: 

a. Bodily 

b. Personal life 

c. Information 

d. Communication 

 

INTERNATIONAL FRAMEWORK RELATING TO RIGHT TO 

PRIVACY AND DATA PROTECTION 

In each side of the Western world, scholars declare “Privacy” as preeminent a significant 

human great, as a worth that in some way underlies what makes life beneficial. Charles Broiled 

expressed that without our security we lose “our very uprightness as people”. Many others 

have since agreed that privacy is somehow essential to us “personality.” 

 

In addition, it is normal for our protection to be especially undermined the advancement of 

present-day culture with its arising observation and checking advances request. Pundits paint 

this danger in extremely dim varieties: An intrusion of our protection they are said to predict a 

general public of “detestations”68 to “twisted us in our actual humankind”69 or indeed, even 

compromise “despotism” and the presentation of protection regulation is consequently 

pronounced a question of principal freedoms. 

 

Judith Jarvis Thomson states: "No one appears to have a reasonable thought of what it is.” Few 

out of every odd creator is pretty much as doubtful as Thomson, yet many feel obliged 

conceding that security, while it could be in a general sense significant, is surprisingly tricky 

idea. Particularly the feeling of what should stay "private", of what should be concealed before 
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the eyes of others, society appears to be unusually not quite the same as society. this is a point 

that frequently comes up while referring to ethnographic writing that lets us know that there 

are a few social orders wherein individuals discharge merrily before others, and basically a 

couple of in which the equivalent is valid for sex. Yet, the equivalent can be called attention to 

in the reference from the broad authentic writing that shows how strikingly ideas of protection 

have moved and transformed over the long haul. For an illustrative example, one can visit the 

ruins of Ephesus, where the modern tourist can settle. on one of the many ancient toilet seats 

in the public hall where wealthy Ephesians gathered to talk, two thousands of years ago when 

they emptied their bowels together Guests from the two nations, for instance, are shocked by the 

inconsiderate way Americans discuss one another. As a French article cautions guests to the 

US, America is where outsiders unexpectedly share data about their "confidential exercises" 

with you in a way that is "difficult to envision" for Northern Europeans or Asians. Americans 

have an especially abnormal Mainland Europeans trust that the propensity for discussing pay 

rates. It's "ordinary" in America, the site illuminates German travelers, for your host to inquire 

"the amount you make, however even what your total assets is" at supper - points that are for 

the most part untouchable under the guidelines. European behavior. Discussing compensations 

isn't exactly similar to crapping out in the open, however it can in any case be exceptionally 

obnoxious to numerous Europeans. 

 

INTERNATIONAL CONVENTION 

International and Regional Human Rights Treaties 

The right to privacy is important for most worldwide and local basic freedoms Devices. This 

right is for the most part considered as the option to regard for private or day to day life, security 

of the home and non-obstruction in correspondence. None of the significant common freedoms 

deals explicitly incorporate the security of individual information as a part of the right to 

protection. Nonetheless, it is progressively contended that information assurance standards are 

implanted in these arrangements inside the more extensive right to privacy.82 On the off chance 

that right, this has critical down to earth suggestions. To begin with, this implies that expresses 

that are gatherings to these deals, that don't have public information assurance regulations or 

that are not limited by worldwide information security instruments, may in any case have a 

commitment to ensure the security of their residents' very own information. Second, even in 

those nations that have information security regulations or are limited by global instruments, 

this can prompt an extra or better quality of individual information assurance. Third, it does 

common liberties deal implementation systems accessible to people whose information is 

http://www.ijlra.com/


www.ijlra.com 

Volume II Issue7|Feb 2025 

 

ISSN: 2582-6433 

 
 

 

Page | 16 
 

accessible unreasonably or unlawfully handled. As we will see beneath, this is especially 

invaluable for people covered by the European Convention on Human Rights, which has a 

more grounded implementation instrument than different settlements. 

 

The Universal Declaration 1948 

The cornerstone of all modern human rights instruments is Universal Declaration of Human 

Rights of 1948.84 Article 12 of the Declaration provides express protection of the right to privacy. 

It states. Nobody will be exposed to inconsistent obstruction with his security, family, home or 

correspondence, nor to assaults upon his honor and notoriety. Everybody has the option to the 

insurance of the law against such obstruction or assaults. 

 

The International Covenant on Civil and Political Rights 1966 

For the motivations behind this post, nonetheless, a conversation of the legitimate status of the 

law to security, as broadcasted by Article 12 of the Statement, is to a great extent scholastic. A 

close to indistinguishable arrangement is contained in Article 17 of the International Covenant 

on Civil and Political Rights which states: 

1. No one will be exposed to inconsistent or unlawful obstruction with his protection, 

family, home or correspondence, nor to unlawful assaults honest and notoriety. 

2. Everyone has the option to lawful security against such obstruction, or assaults. 

As a multilateral deal, the Contract is straightforwardly restricting on its part states. To as of 

December 2003, there were 151 gatherings to the Pledge, and that implies that the right to 

protection contained in it was generally acknowledged. 

 

International Convention on the Protection of All Migrant Workers and Members of 

their Family 

The section into power of the Global Show on the Assurance of the Privileges of Every Migrant 

worker and their family builds up and supplements a few arrangements of the UN's center basic 

freedoms settlements. The show looks to lay out least guidelines that ought to apply to traveler 

laborers and their relatives no matter what their relocation status. 

 

The standards of acknowledgment of the privileges of undocumented transient specialists are 

additionally accentuated in the prelude which expresses that sporadic migrants frequently face 

double-dealing and serious basic freedoms infringement and should go to suitable lengths to 

forestall them. taking out covert exercises and traveler dealing, while at the same time 
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guaranteeing the security of basic freedoms. 

 

The international convention consists of nine parts: 

o Scope and definition 

o Non-discrimination in terms of rights 

o Human rights of all migrants 

o Other rights of documented or regular migrants 

o Provisions applicable to special categories of migrants 

o Fair, just and humane promotion. treatment of international migration and legal 

provisions Application of the Convention 

o general provisions 

o Final provisions 

Part III of the Convention (Articles 8-35) provides adequate rights for all migrant workers and 

family members, regardless of migration status. Many of these articles refer to the rights stated 

in the International Covenant on Civil and Political Rights and the International Covenant on 

Economic, Social and Cultural Rights and other human rights treaties on migrant workers. The 

Convention likewise incorporates various privileges that meet extraordinary security needs 

and give extra defends because of the exceptional weakness of migrant specialists and their 

relatives. This segment centers around these standards. 

Article 14 of the show says that, "No transient labourer or individual from their family will be 

exposed to erratic or unlawful impedance with their protection, family, correspondence or 

different interchanges, or to unlawful assaults honest and notoriety. Every transient labourer 

and individual from their family will reserve the option to the security of the law against such 

impedance or assaults.” 

 

REGIONAL CONVENTIONS 

The European Convention on Human Rights 1950 

The European Convention on Human Rights was adopted by the Council of Europe in 1950 

and entered into force in 1953.34 All member states of the Council of Europe are parties to the 

convention. The Convention is enforced by the European Court of Human Rights, which has 

the authority to decide on individual and international complaints about alleged violations of 

the Convention.102 The Court's decisions are binding only on the parties to the case. However, 

as an authoritative interpretation of the rights and obligations contained in the Convention, 

these decisions have wider validity for all member states. 

http://www.ijlra.com/


www.ijlra.com 

Volume II Issue7|Feb 2025 

 

ISSN: 2582-6433 

 
 

 

Page | 18 
 

Article 8 of the European Convention on Human Rights guarantees the right to respect for 

private and family life. 

 

The article's framework in terms of the “right to respect” suggests that not only states are 

obliged to refrain from interfering with an individual's private and family life, home and 

correspondence, but they also have a “positive obligation” to take measures to protect these 

rights.103 It is an open question whether this positive obligation also applies to ensuring 

protection against interference by private individuals. The article itself does not contain any 

explicit reference to protection from private individuals, however the European Court has 

indicated that this duty may exist in certain circumstances. In the case of X and Y v. the 

Netherlands, the Court observed that “these [positive] obligations may include the adoption 

of measures designed to ensure respect for private life even in the field of relations between 

individuals.” 

 

In Amann v. Switzerland, the court held that the retention of information relating to an 

individual's “private life” constituted an invasion of the right to privacy, even if the records 

collected were of a commercial or professional nature. The court emphasized that this broad 

interpretation corresponds to the meaning of the term “private life” in the Council of Europe 

Convention for the Protection of Individuals with regard to the automatic processing of 

personal data.110 It continued that “the subsequent use of the stored information has no effect 

on the finding” that there has been an interference, there was no need to prove that the 

complainant was harassed by the storage. 

 

The court also addressed the issue of non-consensual disclosure legally collected information. 

The case of Z v. Finland thus arose out of the seizure and entry into the records of the 

applicant's medical records during criminal proceedings against her husband for knowingly 

exposing others to the risk of HIV infection. A domestic court ordered that her medical records 

be kept secret for only 10 years and publicly reveal her identity and HIV status. This 

information was subsequently published in the press. In its decision, the court issued an 

extensive statement on the inclusion of data protection principles within the scope of the right 

to privacy: 

The protection of personal data, not least medical data, is of fundamental importance to a 

person's enjoyment of his or her right to respect for private and family life as guaranteed by 

Article 8 of the Convention. Respecting the confidentiality of health data is a vital principle in 
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the legal systems of all the Contracting Parties to the Convention. 

 

The American Declaration of the Rights and Duties of Man, 1948 

The Announcement of Human Rights and Duties of America contains three things: Protection 

Strategy. Section V, IX, and X each give: 

a. Everyone has the option to legitimate privacy against abuse after his honour, 

notoriety, private and everyday life. 

b. Every individual has an unavoidable right to his home. what's more, 

C. Every individual has his invulnerability and the option to impart Correspondence. 

American proclamation took on by the recently settled association Territories of America in 

May 1948. Like the All-inclusive Statement of Basic freedoms, Albeit the US Announcement 

was not initially planned to have legitimate power, Between American Court of Basic liberties, 

The Statement "characterizes the common freedoms alluded to in the Sanction... furthermore, 

is the wellspring of worldwide commitments [of the Association's members] comparable to the 

Association's Sanction.”123 The teeth Responsible for promoting and ensuring respect for 

human rights as defined in announcement.124 This organization has established a procedure 

for receiving and handling individual complaints regarding the violation of any of the rights 

listed in the Declaration. 

 

The American Convention on Human Rights 1969 

The Convention was endorsed in November 1969 and went into force in July, 1978. As of 

December 2003, 24 of the 35 are individuals from the association approved the settlement. 

Oversight and execution of its arrangements should be done by the Between American 

Commission on Basic freedoms and Between American Courts.The Human Rights 

Commission maintains whatever authority is needed to disregard common liberties among 

state run administrations and people. Ends and suggestions of the allure charging infringement 

of Convention. These complaint boards are not binding on the government. From, however, the 

Commission can refer cases of non-compliance to inter-American courts. 

 

Courts have the jurisdiction of consultation and dispute parties and the commission can refer 

the case to the court. In addition, intergovernmental disputes have heard that both parties have 

been brought before a court which recognizes its jurisdiction, Court. 

 

To date, there have been no commissions or court decisions related to the issue of personal 
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data protection. But in case of a dispute, it may be interpreted by the Commission of Human 

Rights or the European Court of Human Rights. 

 

STATUTORY PROVISIONS ON DATA PROTECTION AND PRIVACY 

Protection has arisen as a basic freedom all around the world and has been perceived as a major 

right in India under Article 21 of the Constitution of India. The right to security is firmly 

connected with information assurance, which is truly challenging to accomplish in this 

mechanical and globalized world. Moreover, the infringement of security by most of fatwas 

through unfair regulations has likewise been made conceivable by the absence of lawful 

assurance for this right. In India, this right was at first not perceived as a major right, and no 

particular information security regulations were ordered to guarantee residents' protection. 

Simultaneously, there are numerous claims of security infringement in India now and again, 

by the public authority and confidential business associations. Such charges have likewise been 

made in the courts, which have taken significant choices, including requests and decisions. 

Thus, it is vital to dissect this multitude of legitimate improvements connected with Security 

and Information Insurance to comprehend the degree to which the Indian lawful system gives 

protection privileges to residents. Nonetheless, it has been found that the Indian Legitimate 

System has sufficient acknowledgment of Protection so critical advances have been taken to 

forestall information robbery and abuse of delicate information, however huge advancement is 

as yet expected to advance development. Taking everything into account now to guarantee the 

security of Indian residents. 

 

CONSTITUTIONAL EVOLUTION OF RIGHT TO PRIVACY IN THE 

DIGITAL AGE: IMPACT OF ARTIFICIAL INTELLIGENCE 

Reception of man-made brainpower (computer-based intelligence) and AI (ML) innovations 

can possibly give various advantages to society. Nonetheless, there are likewise a couple of 

the possible harms and accidental dangers that might happen in the event that this isn't the case 

fittingly evaluated for its consistence with global guidelines and public norms protected 

standards. 

 

Specifically, the reception of man-made intelligence standards would need to stick to the norms 

of hostile to separation, protection, the right to the right to speak freely of discourse and 

articulation, the right to quiet gathering and the right to opportunity of relationship as set out 
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to some extent Part III stringently, of the Indian Constitution131 and deciphered by the High 

Court of India. For instance, the right to security has been deciphered by the High Court of 

India on account of Equity K.S. Puttaswamy Vs. Union of India extensively incorporate 

independence, decision and control with regards to data security. 

 

Article 21 of the Constitution of India gives that “No individual will be denied of his life or 

individual freedom besides as indicated by methodology laid out by regulation”. In any case, 

the Constitution of India doesn't explicitly perceive 'right to protection' as a major right. 

 

Whether the “right to privacy” is a fundamental right was first viewed as by the Hon'ble High 

Court on account of M. P. Sharma and Ors v. Satish Chandra, District Judge, Delhi and Ors., 

wherein the warrant gave for search and seizure under Section 94 and 96 (1) of the Code of 

Criminal Procedure was tested. The Hon'ble High Court had held that the force of search and 

seizure was not in contradiction of any established arrangement. 

 

DATA PROTECTION LAWS IN INDIA 

The IT Act (2000) Amended in the year (2008): The IT Act, 2000 applies all through India 

and furthermore has extraterritorial locale to cover digital wrongdoings perpetrated external 

India. Assuming an Indian framework or organization is involved, no matter what the nation of 

the wrongdoer, it will be managed by regulation. The goal of the demonstration is to give 

legitimate status to all tasks completed electronically, whether through information trade, other 

electronic correspondence or electronic business, contrasted with the past paper-based method 

of correspondence. Check computerized marks as legitimate evidence of any data or archives 

requiring lawful confirmation. Empower electronic accommodation of records by services and 

organizations and to work with electronic information stockpiling in India. Endorse and work 

with electronic assets move for banks and other monetary associations. 

 

The Copyright Act 1957: The Copyright Act, 1957 oversees the law connecting with 

copyright in India. The fundamental targets of this intellectual property regulation are twofold: 

first, to ensure creators, artists, painters, planners and other imaginative people the right to their 

innovative translation; and second, to permit others to transparently expand upon the ideas and 

information made accessible by the work. India's set of experiences with intellectual property 

regulations traces all the way back to the frontier rule of the English Realm. A regulation called 

the Indian Copyright Demonstration of 1957 was passed; it came into force in January 1958 
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and has since gone through five updates, in 1983, 1984, 1992, 1994 and 1999. The Copyright 

Act, 1957 was India's most memorable intellectual property regulation after autonomy, and six 

alterations have been made from that point forward. The Copyright (Amended) Act 2012, 

passed in 2012, was the latest revision. The idea of copyright in India is represented by the 

Indian Copyright Act, 1957, as changed every once in a while, and the Indian Copyright Rules, 

1958 (the Standards). 

 

The Indian Constitution 

Area explicit Regulation that obstructs information security (The National Association of 

Service and Software Companies (NASSCOM)- a not for benefit industry affiliation and the 

summit body for the Indian IT BPM Industry-leads private area drives to safeguard and support 

information protection guideline in India). 

 

BHARTIYA NYAYA SANHITA 2023: 

The relevant data protection sections in the Bhartiya Nyaya Sanhita (BNS) Bare Act, which is 

India's new criminal code, are primarily found within the sections related to "offences against 

privacy and personal data" and cover aspects like unauthorized access to computer systems, 

data breach, and misuse of personal information, although the specific language might not 

explicitly use the term "data protection" throughout; the most relevant sections are likely to be 

within Chapter 12 of the BNS dealing with offences related to information technology and 

communication systems.  

Key points about data protection in the BNS: 

No dedicated "data protection" act: 

Unlike the European GDPR or the recently introduced Digital Personal Data Protection Act 

(DPDP) in India, the BNS does not have a separate dedicated data protection law, but integrates 

data protection provisions within existing criminal sections.  

 

Focus on misuse of data: 

The BNS addresses potential misuse of personal information through sections related to 

unauthorized access, data theft, and malicious communication, with penalties for such actions.  

 

Relevant sections: 

Sections related to offences like "hacking," "data breach," "identity theft," and "misuse of 

electronic records" within the BNS could be considered relevant for data protection purposes.  

http://www.ijlra.com/


www.ijlra.com 

Volume II Issue7|Feb 2025 

 

ISSN: 2582-6433 

 
 

 

Page | 23 
 

Important considerations: 

Interpretation and application: 

The specific interpretation and application of these sections in relation to data protection will 

depend on judicial decisions and further guidelines from the government.  

 

Need for additional legislation: 

While the BNS provides some framework, the DPDP Act is likely to be the primary legal tool 

for addressing comprehensive data protection concerns in India. 

 

The Digital Personal Data Protection Act, 2023, 

The section outlines the Digital Personal Data Protection Act, 2023, detailing data processing, 

rights, and obligations. 

The Digital Personal Data Protection Act, 2023, aims to protect individuals' digital personal 

data while allowing lawful processing. 

It defines key terms such as Data Principal, Data Fiduciary, and Consent Manager, establishing 

roles in data processing. 

The Act applies to personal data processed in India and outside if related to services offered to 

Indian Data Principals. 

Data Fiduciaries must obtain free, informed consent from Data Principals for processing their 

personal data for specified purposes. 

Significant Data Fiduciaries face additional obligations, including appointing a Data Protection 

Officer and conducting regular audits. 

The Board will oversee compliance, handle grievances, and impose penalties for breaches, 

with fines reaching up to ₹250 crore. 

The Act allows for the establishment of a Data Protection Board of India to enforce regulations 

and handle disputes. 

Provisions for the transfer of personal data outside India can be restricted by the Central 

Government for security reasons. 

 

LAW OF PRIVACY 

Privacy means freedom from hidden controls and choosing when, how and when whose 

information is disclosed. Privacy is an old and timeless concept it has grown both for and 

against men. Because of development technology, its demand includes categories such as 

physical, information, decision and behavior. 
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Information Technology Act, 2000 (hereinafter referred to as the “IT Act”) there are definitions 

of computer, a computer, computer system, computer network, data, computer database, and 

software. The IT Act imposes civil liability and criminal penalties for a variety of well-defined 

computer-related acts, many of which directly or indirectly violate privacy. 

 

PROVISIONS RELATED TO PRIVACY 

THE INDECENT REPRESENTATION OF WOMEN ACT, 1986 

 Section 2(c)174 defines Indecent portrayal of women, which is the depiction of a woman's 

figure, shape, or  body, or any portion thereof, in a manner that has the effect of being indecent 

or disparaging. 

Another section of the act that is Section 3 prohibits the release of any advertisement or 

publication containing representation of women which is indecent. 

Section 4 prohibits sale, circulation ..............etc. of any slide, 

book…………………………………………………………………………………...etc. which 

depicts “indecent representation”. This act protects privacy of women and also prescribes 

punishment if indecent representation is made. 

 

THE MEDICAL TERMINATION OF PREGNANCY ACT 1971 

Ending a pregnancy is a private matter for every woman, which she might not be willing to 

make public. Due to the increase in rape cases and many underage girls undergoing termination 

of pregnancy, it is also difficult to publish such information. Any publication of such 

information is prohibited pursuant to section 7(1)(c). 

 

THE PRE-CONCEPTION AND PRE NATAL-DIAGNOSTIC TECHNIQUES 

(Prohibition of Sex Selection) ACT, 1994. 

When we talk about a woman's right to privacy, it is the most important privacy of motherhood. 

The issue of female feticide violates the right to life and also violates the mother's right to 

privacy. The violation of privacy is caused by society's pressure to know the gender of the 

child and, if there is a girl, to abort her without the mother's wishes and will. This reduces a 

woman's dignity and reduces her status to a mere animal existence. 

 

THE INDIAN CONTRACT ACT 1872 

Parties that are bound by a contract may disclose information only after obtaining proper 

consent, in a defined manner for a defined purpose. Any unauthorized disclosure of 
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information would constitute a breach of contract. 

If there is a data processing contract or insurance contract, it is paramount to maintain 

confidentiality and privacy under section 73, 74 and 75 

There is no privacy clause in Indian contract law that lays down broad contractual principles. 

However, when interpreting several provisions, we may discover clauses on the protection of 

personal data. 

 

THE DIVORCE ACT 1869 

A large amount of mudslinging can be observed in many marriage cases. This can invade 

privacy and cause embarrassment to people involved in such cases. In order to avoid such 

embarrassments, there is a provision in the law for the conduct of closed meetings. Section 5 

of this law provides the same that the principle of this provision is the preservation of the privacy 

of the spouses in marriage and after divorce. 

 

INDIAN EASEMENT ACT, 1882 

Easement in India was a common law which was also the first law to treat privacy as a right, 

albeit indirectly. The principles of house building, as mentioned in ancient literature, can also 

be found in the Middle Ages, just as they were seen to be based on principles of privacy. 

Section 18 of the Easement Act states that local customs must be observed when acquiring an 

easement. Because the right to privacy is part of a customary easement, privacy automatically 

receives protection. 

 

THE INDIAN TELEGRAPH ACT, 1885 

Section 5 empowers the Central and State Governments to order interception of 

communications and to seize licensed telegraphs in case of public emergency or threat to public 

safety. 

This clause appears to be a breach as it prohibits infringement and obstruction telegraph office. 

Section 24 seeks to unlawfully learn the contents of messages. Section 25, willful damage and 

tampering with telegraphs. 

The Telegraph Act contains many provisions to protect and protect privacy. 

 

SPECIAL MARRIAGE ACT, 1954 

There might be many cases where there is lot of mudslinging in those cases court can choose 

to have camera proceedings under Section 33 of this act. 
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THE HINDU MARRIAGE ACT, 1955 

Section 22 of this Act also provides for camera proceedings. 

 

THE CHILDREN ACT, 1960 

Of special mention within this Act is Section 36183, which provides that any report, article, etc., 

should state the non-disclosure of the child's address, name, etc., which could lead to the 

identification of the child. This section is intended to protect the child's privacy and is an 

important provision. 

 

THE JUVENILE JUSTICE ACT (Care and Protection of Children) ACT, 2015. 

Under this Act, Section 3 lays down specific requirements based on fundamental principles 

that the central government, state agencies, councils and other entities must comply with. 

 

IMPACT OF AI ON PRIVACY AND DATA PROTECTION 

As we enter the 100 years, giving individual data on different web platforms is many times 

important. Nonetheless, these stages have their own particular security strategies. US-put 

together web stages work with respect to this model under the ECPA (Electronic 

Communication privacy Act 1986), while EU web stages have an alternate system, working 

under the European Union’s General Data Protection Regulation (GDPR) 

 

Privacy Challenges in the Age of AI 

Because of the intricacy of the calculations utilized in artificial intelligence frameworks, it 

represents a test to the security of people and associations. As simulated intelligence turns out 

to be further developed, it can pursue choices in light of unobtrusive examples in information 

that are challenging for people to comprehend. This implies that people don't know that their 

own data is being utilized to go with choices that influence them. 

 

Illegal data use issue 

At last, one more significant issue with man-made intelligence innovation is the potential for 

maltreatment by malignant entertainers. Artificial intelligence can be utilized to make credible 

phony photographs and recordings that can be utilized to spread deception or even control 

general assessment. Furthermore, man-made intelligence can be utilized to make phishing 

assaults that can fool individuals into uncovering delicate data or tapping on malware. 
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For example, Making and posting counterfeit recordings and photographs can have serious 

protection outcomes. This is on the grounds that these media frequently contain genuine 

individuals who might not have permitted their pictures to be utilized along these lines. 

 

Privacy issues in the age of AI 

In the time of man-made consciousness, security has turned into a troublesome issue. As 

organizations and legislatures gather and break down additional information, individual 

information is more in danger than any other time in recent memory. A portion of these worries 

incorporate inconsistent control that subverts individual flexibility and makes a power struggle, 

and the assortment of unlawful data that can think twice about data and leave people 

defenseless against cyberattacks. These issues are many times intensified by the force of 

Biotech organizations, which have huge measures of information available to them and have 

critical impact over how information is gathered, controlled and utilized. 

 

AI-related Privacy Concerns: Real-life Examples 

In the time of computerized reasoning, our own data is turning out to be progressively 

important to associations and organizations and is being utilized in manners that were 

impossible previously. From facial acknowledgment to prescient calculations, man-made 

consciousness is frequently utilized without our insight or agree to gather, process and 

investigate our own information. 

 

For instance, generative computer-based intelligence, for example, text and picture creation 

devices, has become famous as of late, permitting individuals to make content that empowers 

individuals to make. Yet, the utilization of man-made consciousness raises protection concerns 

on the grounds that the organizations that form these gadgets can involve and investigate 

human- entered data as an aide. 

 

Google's Location Tracking 

Google's Location Tracking has gone under examination lately because of protection concerns. 

The organization tracks the area of its clients, regardless of whether they transparently share 

their area. The episode occurred in 2018 when the Exploration Establishment found that 

Google administrations kept on gathering area information regardless of whether clients 

switched off area following. This is an unmistakable infringement of client trust and security, 

and Google face’s reaction from clients and protection advocates. Beginning around 2018, 
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Google has changed its area following approach and made it more straightforward about how 

it gathers and uses area information. 

 

AI-Powered Recommendations: My Personal Experience with Google's Suggestion 

Engine 

An illustration of protection worries in the time of knowledge is the impact of huge tech 

organizations. I as of late shared my experience of watching Amazon Prime shows on Apple 

television. Two days subsequent to watching the show, I got an affirmation message about the 

show I didn't watch in the Google application on my iPhone. This is a worry that makes one 

wonder: Does research approach all of our applications and exercises? As somebody who has 

worked at Large Information for north of 10 years, I realize this is actually conceivable, 

however one contemplates whether it's permitted. 

 

To empower these customized ideas, Google needs to get to information from other 

applications on the iPad (regardless of whether my protection settings forestall this) or utilize 

my iPhone or iPad's receiver to pay attention to my discourse and interface with my Google 

account. Both are not permitted and are a serious break of security. The case of Google's 

proposal calculation shows the worry for security in the time of knowledge. Google's capacity 

to make customized suggestions in light of work appears to be immaterial and brings up issues 

about the organization's admittance to our own information. While this degree of customization 

is actually conceivable, taking into account the morals of this practice is significant. 

 

The use of AI in Law Enforcement 

An illustration of the utilization of computer-based intelligence in policing the arrangement of 

prescient policing programming. The product utilizes information examination and AI 

calculations to anticipate where violations are probably going to happen and who is probably 

going to commit them. Albeit the innovation appears to be hazardous, it has been analyzed as 

far as making bias and supporting existing ones. For instance, some policing exercises were 

viewed as out of line to minority networks and prompted allegations of prejudice and 

separation. 

 

One more illustration of the utilization of man-made brainpower in policing facial 

acknowledgment. This innovation utilizes calculations to coordinate facial pictures with 

profiles of known individuals, permitting police to recognize and follow individuals 
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progressively. While facial acknowledgment innovation can possibly assist police with 

addressing violations, it has likewise raised worries about opportunity and common freedoms. 

Now and again, facial acknowledgment has been found to distinguish some unacceptable 

individuals, prompting misleading incriminations and unjust captures. As policing computer-

based intelligence innovation, these frameworks can sustain and try and worsen social foul 

play and disparity. Moreover, the utilization of man-made intelligence in regulation brings up 

issues about straightforwardness and responsibility. Understanding how these cycles work and 

pursuing choices can be troublesome, so it is essential to lay out arrangements and systems to 

guarantee that the utilization of computer-based intelligence is finished with 

straightforwardness, decency, and regard for individual privileges and opportunities. 

 

Conclusion 

The advancement of AI presents both opportunities and challenges in safeguarding privacy and 

data security. While AI enhances digital transformation, its unchecked growth threatens civil 

liberties through biases, unauthorized surveillance, and ethical violations. Governments 

worldwide, including India, have taken legal measures to regulate data protection, as seen in 

frameworks like the Digital Personal Data Protection Act, 2023, and international treaties. 

However, there remains a pressing need for stringent enforcement, ethical AI practices, and 

public awareness to ensure responsible AI deployment. The future of AI governance must 

focus on transparency, accountability, and equitable technological development, ensuring that 

human rights and democratic values remain protected in the digital age. 
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